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Disclaimer:  The data generated through SecureShare reflects aggregate summaries of medical information obtained from multiple participating health care providers.  This history summary is intended to support optimal patient care.  These records are not intended to replace a patient’s medical record nor are they guaranteed to encompass all historical information on patients.  They are provided to you in conformance with patient privacy requirements.
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What is SecureShare

SecureShare is a software application designed to easily help you find and format historical medical information on uninsured patients that have been cared for in Bexar County in the past few years.  The program is made available by Healthcare Access San Antonio, a non-profit organization, created and overseen by key medical providers in the community, including:

Baptist Health Systems

CentroMed

Christus Santa Rosa Health Care

CommuniCare Health Centers

Daughters of Charity Services

Methodist Healthcare Ministries

Methodist Healthcare Systems

University Health Systems
City of San Antonio Metropolitan Health District
The program is not intended to replicate a patient’s detailed medical record, but to serve as a summary of past encounters with the various medical institutions in the County.  As such, the program is expected to be a valuable add-on to your clinical patient care.  The following key elements are required to effectively use this program:

· PC terminal with internet access – requires pre-approved URL access to maximize secure use of the information

· Electronic signature pad – for patient consent to access record

· Link to printer for report production

· Access code
SecureShare Process
Data from uninsured patients is downloaded from your organization at regular intervals and combined with downloads from other HASA members on a regularly scheduled basis (daily, real-time, weekly).  This data is scrubbed and prepared for upload into the SecureShare application.  When a new patient presents at a provider site, the registration clerk can search this patient’s demographic record (last name, first name, date of birth) to see if this person is in the data system.  If so, the registration clerk can explain the value of retrieving the historical summary from the patient using the HASA brochure.  If the patient agrees, the person signs the electronic consent form and the historical summary is displayed.  The clerk can print this summary out and attach it to the patient file.
During the patient treatment, the clinician will document the clinic visit and this data is added to the next download to SecureShare.

It is important to understand that the electronic consent signature stays in the SecureShare system and will avoid the need to collect another signature when the patient returns to your facility or to another participating HASA provider.  A copy of the signed statement can be provided to the participant by your organization in English or in Spanish.

If a patient decides to discontinue the sharing of their health care data, a new consent form is executed allowing the patient to opt-out of the SecureShare system.  With this opt-out, the patient’s data can no longer be viewed until another opt-in choice is made.
How to Log In to SecureShare
Access to the SecureShare system is through a web browser like Microsoft’s Internet Explorer, Mozilla’s Firefox, and others.  The web address or URL for the SecureShare production system is:

https://hasa.openhre.org/

Figure 1 - SecureShare Login Screen
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Access to the SecureShare program is limited to pre-determined terminals so you will not be able to access this web based program from any PC or laptop.

A system administrator from your organization will assign you a login name and a password.  Please do not share your login information with other users!  The first time you log in to SecureShare, you may be asked to change your password. Your new password must be at least 8 characters long and must include upper and lower case letters, at least one number, and a special character (ex. like [  ] # $ @ _).
Should you forget your password, the SecureShare Login Screen (above) provides the opportunity to request a forgotten password.  When a forgotten password is requested, the new password is emailed to the address entered in the user account profile in SecureShare within 2 business days.  For additional information regarding SecureShare security see Appendix A.
How to Find Patients

The Patient Finder Screen (below) is used to locate patient demographic records from organizations participating in HASA.  The patient’s “Last Name”, “First Name”, and “Date of Birth” (DOB) fields are required.  The “Last Name” and “First Name” fields are not case sensitive and will support any combination of upper and lower case letters.  The “Date of Birth” field supports multiple date formats including:

	Date of Birth Formats
	dd-mm-ccyy
	dd/mm/ccyy
	ddmmccyy
	ccyymmdd


The “Zip Code” field is not required, but is helpful in narrowing down the list of patient records to choose.
When you select the search option, a list of patients is displayed in the order of closest match to the data entered in the Patient Finder.  The Patient Finder does not require an exact name match and will attempt to find names with similar spelling including nicknames.

Figure 2 - Patient Finder Screen
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Similarly, the “Date of Birth” field does not require an exact match and is heavily weighted on the month of the patient’s birthday.
The “Score” values indicate the likelihood that the record displayed matches the values entered in the Patient Finder search.  The actual score is a calculated value that does not represent a percentage but is important for comparative purposes.

Figure 3 - Patient Finder Screen – Patient Matches

SecureShare provides for patient matching on multiple fields:  Last name, First name,  Date of Birth, Zip,  Address, and last for digits of a Social Security number.   A matching score ranks like records based on an initial search for last name, first name, Date of birth and zip code.  A score of 40 indicates an exact match.
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By selecting the check boxes to the left of the patient demographic record, the Patient Finder search results (next page) display additional demographic data for the patient to support the selection process.  Each of the vertical columns represents a demographic record from an identified community participant. This display allows you to validate each record selection by visually comparing the patient’s demographic information provided from all sources.
Search results are color-coded to provide a visual cue for how well they match the search criteria:

· Values that exactly match have a green background
· Values that do not match have a red background
· If a search parameter is not given the then results have a white background
· Using different formats for birthdates are not considered mismatched. Note in the example above that "11/8/1919" matches "11-08-1919"

· Mixing upper and lower case is not considered a mismatch
SSN - Last four digits of social security number. The patient record displays the last four digits of a selected patient’s SSN if present.  If one record shows this and another one does not, and it appears a deciding choice,  a patient may be asked to name -or show proof of- the last four digits of their SSN for verification.

Figure 4 - Patient Finder Screen – Patient Demographic Details
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Important note:  If a patient has not recently presented to a HASA provider organization, there will be no demographic record available until the patient’s next visit.  In this circumstance, discontinue the SecureShare consent process until the patient’s next visit.
What if?

If all selected records show up green, a high confidence that the records, matching the search parameters, have been linked correctly.  If one record is red in its entirety, that records is likely to be selected in error.  
If parts of a selected record are red, including that record in the selection can be determined in the following ways:
· Ask the person to list addresses of previous residence.
· Ask for the last four digits of the SSN
· Ask what other facilities they have visited for medical care
Verify date of birth

· How to Capture a Patient’s Consent

HASA has developed an authorization  process for data release by a patient in concordance with Federal and State privacy laws.  Participation in the program is voluntary and at the discretion of the patient.  While all patient data are centrally stored, the patient decides if any person or entity can retrieve this data.  HASA is committed to only allow viewing of these data to optimize patient care, including medical care and dissemination of medical information that will enhance patient status. 

Once a patient demographic record or records are checked, a box will appear on the lower left corner of the screen to display the patient’s signature:

Figure 5 - Patient Finder Screen – New Consent
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Self-paying (uninsured) patients should receive and review a HASA brochure in English or Spanish when they arrive for their appointment.  This brochure accompanies the one-page authorization form  for medical history release.  Before the patient is asked to sign a consent form, you should answer any questions they may have about the program.  The patient has the option of ‘opting in’ to share their medical data with other SecureShare providers or choosing to ‘opt out’ of the program:  
1. If the patient has authorized retrieval of  personal records, the box on the left will show the “X” mark and signature once it is captured electronically.   The box on the right provides the option “Use Consent on File”.  By clicking on this option, the person’s medical history will be recalled and displayed 

2. If no signature is on file, the left box is blank and the right box will display the option “New Consent”.  After clicking that option,  a blank consent form (Spanish or English version provide) is to be placed on the Topaz E-signature tab and the person checks the “Agree to release” section (top left of the form) and places the signature on the appropriate line.  The intake person then clicks the “Accept Consent” option and the information will be stored and medical history will display

Note:  if  Check mark or signature do not line up,  a message stating “Need to choose OPT-IN or OPT-OUT” will be displayed: re-adjust the paper form, choose “New Consent” again, and increase the check mark and signature if needed.  “Accept Consent” then will display medical history

 For more details using the electronic signature pad, see 7.1
The signature is captured electronically so when the patient presents at another HASA provider in the future, this organization will use the previously captured consent decision and no additional paper signature is required.  The signed paper consent form (hard copy) should be retained in the patient’s permanent paper file.
The ClipGem electronic signature pad is used to capture a patient’s consent to participate in the HASA health information exchange.   Once the signature pad software is loaded to your PC by the Information Services department, the pad is simply plugged into a USB port and is ready for use.   HASA has prepared two consent forms for use on the signature pad.  Once you have determined the patient’s preferred choice of language (English or Spanish), take care to insert the form carefully onto the clipboard as the signature is location sensitive and must be aligned squarely on the pad.

At any time the patient can be provided with a copy of the signed authorization form in English or Spanish.
Figure 6 - Topaz ClipGem Signature Pad
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When the patient writes on the signature pad, their information is displayed in the signature box on the lower left in SecureShare as shown in Figure 7 below.  If the patient has agreed to participate in SecureShare, you will need to click once on the “Accept Consent” box to display the Patient’s Health Summary.  If the patient selects the option to not participate in SecureShare, clicking the “Accept Consent” box will return you to a blank Patient Finder Screen.
Figure 7 - Patient Finder Screen – Consent Signature
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Consent Field Explanations

Date – Date the displayed consent signature was captured.

Site – Address for the provider location that captured the consent signature.

Login – User name from the site that captured the patient’s consent.

Opt – Indicates whether the patient has agreed to “Opt IN” and join the health information exchange or “Opt OUT” and chooses to not share the data with the community.

New Consent – Clears any existing signature from the display and prepares the signature tablet to accept a new consent decision.  Make sure to follow with “Accept Option” to save the signature page.
Use Consent On File – Uses the patient consent signature captured during a previous visit to display the patient’s clinical data.  You can choose this option to retrieve data when the patient has already given permission for use.
Print Consent In English – Allows an intake or registration worker to reprint the consent form with the patient’s signature for their records.

Print Consent in Spanish – Allows an intake or registration worker to reprint the consent form in Spanish with the patient’s signature for their records.
Displaying a Health Summary
When you click once on the “Accept Consent” button or choose to “Use Consent on File” for patients who’ve chosen to ‘opt in’ to the health information exchange, the patient’s Health Summary is displayed.  
A Note on Consent Forms: In order to view a health summary, an electronic consent form designating ‘opt-in’ status must be on file (or accepted for a new consent) for at least one location providing health information to SecureShare.
If the patient has elected to ‘opt-out’ for one or more of the locations providing health information to SecureShare, no information will be displayed. In this case, the user will be directed back to the patient search to either select another patient or generate a new consent.
This summary aggregates the patient’s visit information from the demographic records selected in the Patient Finder.  In the example below, the patient’s allergies, medications, encounter details, and radiology transcription are displayed as summary records.

Figure 8 - Patient Health Summary
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The patient's Health Summary can be printed by clicking on the word “Print” on the right side of the top line.  Similarly, individual sections can be printed by clicking “‘Print” on the right side of the section heading.  When you click the “Print” button, the Health Summary will display to your screen including a print window allowing you to select a printer.  The default for printing the Health Summary should be the same as the default printer set on your PC.
Figure 9 - Printed Patient Health Summary
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Printing the Consent Document 

The original signed copy of the patient consent document should be filed with the patient’s permanent record and other legal documents.  Should the patient request a copy for their records, this document is easily reprinted from the Patient Finder screen.  Similarly, if a patient presents at another HASA provider location after having previously executed a consent form, the form may be reprinted as a PDF with the patient’s signature.  To reprint the consent, select either the “Print Consent in English”’ or the “Print Consent in Spanish” based on the patient’s preference.  Please note that signatures captured in English may be printed on a Spanish consent form or alternatively, signatures captured in Spanish may be printed on an English consent form.

Figure 10 - Printed Patient Consent in English
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Figure 11 - Printed Patient Consent in Spanish
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Where to deploy SecureShare for optimal privacy.
Retrieving a patient’s medical information is a task that should only be conducted by qualified staff.  Each staff member involved takes on the responsibility to treat the information confidentially and only share this information on a need-to-know basis.  In addition, when printing a patient’s medical summary from SecureShare, hard copies should only be retained in a patient’s record at the discretion of the attending clinician.

It is up to the facility to determine where in the workflow to deploy SecureShare.  Once determined, access can be limited to the assigned locations.

 Appendix A – HASA 
SecureShare Security
SecureShare Security

Healthcare Access San Antonio (HASA)

February 2008

Purpose

To share technical information with HASA Stakeholders and other interested parties in understanding how Browsersoft protects the confidentially of patient data.

Browsersoft Relationship to HASA

On June 14, 2006, Browsersoft, Inc. executed a Business Associate Agreement with Access to Care for the Uninsured, a covered entity.  This BAA described Browsersoft’s responsibilities to Access to Care for maintaining the confidentially of patient data.

Physical Server

The current production and test deployments of the SecureShare browser application and database, including all patient data, are hosted by Browsersoft in a leased space with Greensoft Solutions, Incorporated (GSI).  Originally, HASA’s deployment plans called for hosting the server at the Disaster Recovery Operations Center (DROC) in Austin, Texas, but a change in the DROC’s policy forced HASA to identify another secure site for the server.

By way of background, GSI owns and operates three world class data centers in the Kansas City area.  The physical and administrative access to the SecureShare server, which is owned by HASA, is limited to a small number of Browsersoft employees.  All physical access to the server is recorded on video and documented by GSI.  GSI’s physical access to the server is managed by Browsersoft and GSI is not provided a user account to logon to the server.  Additional details regarding GSI are discussed in the GSI Hosting Overview document.

Data Transport

As a first step in populating the SecureShare community repository, Browsersoft collects demographic and encounter data extracts or reports from participating Stakeholders.  Based on the preference of the submitting organization, Browsersoft will establish either a secure file transfer site or a website for uploading this data.  All data transmissions between the Stakeholder organizations and the SecureShare server are encrypted.  These transactions are logged by Browsersoft including all data transmitted, the date and time of the transmission, the user id of the transmitter, and IP address responsible for sending the transmission. Additionally, an email notification is distributed to key Browsersoft staff when a new patient file is uploaded to the server.  When this data is analyzed or processed by Browsersoft, any PHI data and/or logs taken from HASA server for processing are only placed on physically secure computers that are not connected to the network.
User Accounts

Browsersoft utilizes a two-factor authentication process to support user access to the SecureShare server.  Although user provisioning is managed by a Stakeholder administrator, access to the server is limited to IP addresses contained in a table on the server.  Stakeholder administrators are responsible for communicating to Browsersoft Support the IP addresses of all users accessing the SecureShare server.

In addition to the two-factor authentication, SecureShare enforces strict password policies that require the use of complex passwords for all server and user accounts.   Access to SecureShare is not possible without the use of an authorized id/password combination.  SecureShare users are automatically logged off after a predetermined period of non-activity.  Repeated failed attempts to logon will result in account lock-out.

 All SecureShare user activities are logged including the ability to reproduce the actual screen output viewed by the user and any updates they may have made.  All user inputs are filtered to remove any characters that would otherwise allow an injection attack on the repository contents.
Appendix B – Topaz ClipGem Signature Pad

Installing the Signature Pad
The packaging for your Topaz ClipGem Signature Pad model T-C912-HSB should have included a CD labeled “Topaz Systems Inc. – SigPlus® Electronic Signature Active X Software”.   If you are not able to locate the CD, a copy of the software may be downloaded at:

1. Go to: http://www.topazsystems.com/
2. Click on   


to download the program.  

                 Free Basic Software!

3. Select SigPlus Basic from the menu

	SigPlus® Basic Software

	Includes foundation-level SigPlus software plus MS Office and Adobe Acrobat plug-ins in one easy-to-use installation file.

SigPlus Basic


4. Click on   

 
                 SigPlus Basic

	


Or

If you have the CD, follow the instructions below.
1. Insert the CD into the drive and the program should automatically take you to the SigPlus ActiveX screen.  If you are not taken directly to this screen, select the Run installmenu.exe from the AutoPlay menu and it should take you to the SigPlus® ActiveX screen.  
2. From this menu, select the “Install SigPlus® eSignatures (must be installed first)” option.

3. Once this program loads, respond to the prompts as follows:

a. Welcome  – select “Next”

b. Read Me File – select “Next”
c. Choose Destination Location – accept the default of:

C:\Windows\SigPlus

Select “Next” or Browse for another location

d. SigPlus Install – select default:

Windows 98/ME/2000/XP/Vista

e. Choose the Tablet –select:

ClipGem (T-C912 or T-C912-19200)

f. Choose ClipGem Type –select:

ClipGem (T-C912)

g. Select the Connection Type –select:

HSB (USB Type)

h. HSB TABLET MESSAGE – select “OK”
i. License Agreement – select “Agree”

j. Demo Ocx.exe – select  “No”

k. SigPlus Documentation Directory – select “OK”

l. SigPlus Plug-Ins, Tools, and Examples – select “OK”

m. HSB Support – select “OK”

n. Installation Complete – select “Finish”
o. Remove CD and store for future reference with ClipGem document and extra batteries

Contact HASA at (210) 233-7079
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